BANG TOM TAT CAC NQI DUNG PIEU CHINH

PIEU KHOAN VA PIEU KIEN

(Su thay @6i nay c6 hiéu luc tir 24/02/2021)

A. Khach Hang Ca Nhan

Cic Piéu Khoan va Piéu Kién hién tai

Cic Piéu Khoan va Piéu Kién c6 hiéu luc tir 24/02/2021

*Luu y: Ngi dung khong c6 trong ban Piéu Khodn va Diéu Kién hién tai

“Lun y: Noi dung mau do 1a phan cdp nhdt dwoc bé sung

CAC PIEU KHOAN VA PIEU KIEN CHUNG

CAC PIEU KHOAN VA PIEU KIEN CHUNG

5. DU LIEU GIAO DICH VA THONG BAO

5.8. Khach Khach Hang dam bao rang tat ca cac théng tin cung cap
cho Ngan Hang (bat ké trong Pon M& Tai Khoan hay theo céch
khéc), theo sy hiéu biét cao nhat cua Khach Hang, la chinh xéc
va cap nhat. Khach Hang cam két s& thong bao cho Ngan Hang
vé bat ky thay d6i nao ddi véi cac thong tin nay, bao gom nhung
khong gigi han viéc Khach Hang phai thong bao cho Ngan Hang
khéng cham tré bat ky thay doi nao vé tén va dia chi cuia Khach
Hang, Chu Tai Khoan, ciing nhu viéc chim dut, hoic sira doi,
bat ky tham quyén dai dién nao truéc Ngan Hang di duoc giao
cho bat ky ngudi nao.

Khach hang theo day uy quyén va dong ¥ cho Ngan hang dugc
quyén cap nhat tinh trang cu tri cia Khach Hang can ct theo
thong tin/ hd so cung cap tir phia Khach hang theo phuwong thirc
ma Ngan hang cho la phu hop.

5. DU LIEU GIAO DICH VA THONG BAO

5.8 Khach Hang dam bao rang tat ca cac thdng tin cung cip cho Ngan
Hang (bat ké trong Pon M¢ Tai Khoan hay theo cach khac), theo
su hiéu biét cao nhat cua Khach Hang, Ia chinh xéc va cap nhat.
Khéach Hang cam két s& thdng bao cho Ngan Hang vé bat ky thay
d6i nao ddi vai cac théng tin nay, bao gom nhung khong giGi han
viéc Khach Hang phai thong bao cho Ngan Hang khdng cham tré
bat ky thay d6i nao vé tén va dia chi caa Khach Hang, Chu Tai
Khoan, ciing nhu viéc cham dut, hoac sira doi, bat ky tham quyeén
dai dién nao trude Ngan Hang da duoc giao cho bat ky nguoi nao.

Khach hang theo ddy uy quyén va dong ¥ cho Ngan hang dugc
quyén cap nhat tinh trang cu tra va nhitng thong tin khéc (ho tén,
ngay sinh, s6 chirmg minh nhan dan/ cin cuéc cong dan/ ho chiéu
cung ngay/ thang/ nam/ noi phat hanh, dia chi) caa Khach Hang
can ctr theo thdng tin/ hd so cung cap tir phia Khach hang theo
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phuong thirc ma Ngan hang cho 1a phu hop va khong can thém
bat ky su ddng y bang vin ban nao tir Khach hang. Viéc cap nhat
nay bao gom ca truong hop viét tat hozc sai khac gitra thong tin
trén Chi Thi cuia Khach hang so véi ho so cung cap tir phia Khach
hang, ma trong d6 thong tin trén hd so dwgc cung cap tir phia
Khach hang 14 co so d6i chiéu theo quy dinh cia Ngan hang.

CAC PIEU KHOAN VA PIEU KIEN DANH CHO NGAN HANG
TRUC TUYEN

CAC PIEU KHOAN VA PIEU KIEN DANH CHO NGAN HANG
TRUC TUYEN

CHU Y! Xin vui long doc ky cac nghia vu bao mat quy dinh tai cac Khoan
3 va 10 dudi day. Néu Khach hang vi pham bat cir nghia vu bao mat nao
thi Khach hang s& phai chiu trach nhiém vé cac giao dich ké ca khi Khach
hang khong giao két cac giao dich do.

Cac Diéu khoan va Diéu kién nay (“Diéu khoan™) giai thich céc trach nhiém
va nghia vu cia Khach hang lién quan t&i cac dich vu va thoéng tin ma
Khéch hang str dung hoic duge Ngan Hang yéu cau hoic dich vu va théng
tin ma Ngan Hang cung cip cho Khach hang théng qua Ngan hang Truc
tuyén Ca nhan thugc dich vu Ngan hang Truc tuyén ciia HSBC.

CHU Y! Xin vui 10ng doc k¥ cac Diéu khoan va diéu kién nay, dac biét 1a
cac quy dinh vé nghia vu bao mat quy dinh tai cac Khoan 3 va 10 dudi day.
Néu Khéch Hang vi pham bét cir nghia vu bao mat nao thi Khach Hang s&
phai chiu trach nhiém vé céc giao dich ké ca khi Khach Hang khong giao

két cac giao dich do.

Cac Diéu khoan va Diéu kién nay quy dinh va giai thich céc trach nhiém
va nghia vu cua Khach Hang lién quan tgi cac dich vu va théng tin ma
Khéch Hang st dung hoic duoc Ngan Hang yéu cau hoic dich vu va thong
tin ma Ngan Hang cung cap cho Khéach Hang théng qua Ngan hang Truc
tuyén Ca nhan thugc dich vu Ngan hang Truc tuyén cua HSBC.

1. VE BAN CHAP THUAN NAY

1. VE BAN CHAP THUAN NAY

N/A

“Digital Secure Key” hodc “Tinh niing Digital Secure Key” c6 nghia
la mot tinh nang bao mat hoat dong trén Ung dung HSBC Viét Nam,
tinh nang nay duoc thiét ké dé sir dung cho viéc khaoi tao Ma Bao mat
(cac Mat khau st dung mot lan) dé truy cap va giao dich qua céc dich

vu Ngan hang Truc tuyén Ca nhan.
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N/A

“Ung dung HSBC Viét Nam” hoic “Ung dung ngan hang di dong
HSBC Viét Nam” c6 nghia 1a ting dung di dong duoc cung cap va cap
nhat lién tuc boi Ngan hang, cé thé duoc tai vé trén bat ky thiét bi di
dong nao chay nhiing hé diéu hanh dwoc Ngan Hang hd tro theo ting
thoi diém, ma théng qua ng dung d6 Khach hang cé thé truy cap cac
dich vu ngén hang kha dung trén ung dung cua Ngan Hang. Viéc sir
dung tng dung HSBC Viét Nam tuan thu theo Diéu khoan va Biéu kién
su dung ung dung HSBC Maobile Banking.

N/A

“Thiét bi di dong” co nghia 1a mot thiét bi di dong théng minh, bao
gom dién thoai thdng minh (Smartphone), may tinh bang (Tablet), ...)

N/A

“Thiét bi di dong dwgc hd tro” hoic “Thiét bi di dong twong thich”
c¢6 nghia 1a mot thiét bi di dong théng minh str dung nhiing hé diéu hanh

duoc Ngan hang hd tro dé cd thé cai dat eng dung HSBC Viét Nam.

“M4 Bao mat” c6 nghia 1a mat khau st dung mét lan dugc khoi tao
bai Thiét bi Bao mat

“Ma Bao mat” co nghia 1a mat khau stir dung mét lan dugc khoi tao
bai Thiét Bi Bao Mat hoic Digital Secure Key.

N/A

“Phwong thirc khéi tao ma bao mat” cé nghia la cach thirc va phuong
phép tién hanh khoi tao Ma Bao mat bang cach st dung Thiét Bi Bao
Mat hoac Digital Secure Key.

“Tai khoan” c6 nghia 1a cac tai khoan Ngan Hang gan lién véi Tén
dang nhap, Mat khau (néu &p dung), va Thiét bi Bao mat da dwoc cung
cip cho Khach hang dé st dung dich vu.

“Tai khoan” c6 nghia 1a cac tai khoan Ngan Hang gan lién véi Tén
dang nhap, Mat khau (néu &p dung), va Thiét Bi Bao Mat da dugc cung
cip cho Khach Hang dé sir dung dich vu hoic Digital Secure Key ma
Khach Hang da kich hoat thanh cong dé thay thé Thiét Bi Bao Mat.

NGHIA VU BAO MAT CUA KHACH HANG

NGHIA VU BAO MAT CUA KHACH HANG
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b. Dé sir dung cac dich vy, Khach Hang s& can mot nhan dang riéng

(Tén dang nhap), mot thiét bi bao mat (Thiét Bi Bao Mat) va, néu

duoc yéu cau, mot Mat khau.

Dé sir dung cac dich vy, Khach Hang s& can mot nhan dang riéng
(Tén dang nhap), mot Thiét Bi Bao Mat hoac Thiét bi di dong da
cai Ung dung HSBC Viét Nam véi tinh ning Digital Secure Key

dang hoat dong va, néu dugc yéu cau, mot Mat khau.

N/A

Khéch hang 1a nguoi duy nhat c6 trach nhiém can nhic ky lugng
va lra chon Thiét Bi Bao Mat/ Digital Secure Key sao cho pht hop
Vi nhu cau sir dung cia minh. MJi tai khoan Ngan hang Truc
tuyén Ca nhan gén lién véi mot Tén tai khoan chi dwoc quyén si
dung duy nhit mot phuong thirc khoi tao ma bao mat tai mot thoi

diém.

N/A

Khach hang 1a ngudi duy nhat cé trach nhiém kich hoat tinh ning
Digital Secure Key dé thay thé Thiét Bi Bao Mat trong viéc khoi

tao ma bao mat

Dé Thiét 1ap lai Mat khau Tryuc tuyén, Khéach hang can cung cip
cho Ngan Hang Tén diang nhap, hoan thanh cac Cau hoi dé Thiét

lap lai Mat khau va cung cap xac nhan sir dung Thiét bi Bao mat.

Dé Thiét 1ap lai Mat khau Tryc tuyén, Khach Hang can cung cip
cho Ngan Hang Tén dang nhap, hoan thanh cac Cau hoi dé Thiét
lap lai Mat khau va cung cap xac nhan sir dung Thiét Bi Bao Mat/

Digital Secure Key.

Khéch hang phai giit bi mat Mat khau caa minh va bao mat cho
Mat khau do6 va thuc hién céc bién phap hop 1y dé ngin chan viéc
str dung trai phép Tén dang nhap, Mat khau, Cau hoi dé Thiét lap
lai Mat khau va Ma Bao mat caa Khach hang. Khach hang khéng
dugc dé nguoi khac chiém hitu hoic diéu khién Thiét bi Bao mat

trong bat ki tinh huéng nao va vao bat ki thoi diém nao.

Khéch Hang phai giit bi mat Mat khau ciia minh va bao mat cho
Mat khau do6 va thuc hién céc bién phéap hop ly dé ngan chan viéc
st dung trai phép Tén dang nhap, Mat khau, Cau hoi dé Thiét lap
lai Mat khau va Ma Bao mat ciia Khach Hang. Khach Hang khong
dugc dé nguoi khac chiém hitu hoidc didu khién Thiét Bi Bao Mat
hodc Thiét bi di dong duoc dung dé sir dung tinh ning Digital

Secure Key trong bét ki tinh huéng ndo va vao bat ki thoi diém nao.
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j.  Khéch hang phai thong béo cho Ngan Hang ngay lap tic vé bat ki
viéc két ndi trai phép nao vao céc dich vu hodc vé bat ki giao dich
hoac yéu cau trai phép nao ma Khach hang biét hodc nghi ngo hoac
néu Khach hang nghi ngo ai d6 biét Tén ding nhap, Mat khau, Cau
hoi dé Thiét 1ap lai Mat khau va M4 Bao mat hozc chiém hitu, dicu
khién hozc sir dung Thiét bi Bao mat.

I.  Khéch Hang phai théng bao cho Ngan Hang ngay lap tac vé bat ki
viéc két ndi trai phép nao vao céc dich vu hodc vé bat ki giao dich
hoac yéu cau trai phép nao ma Khach Hang biét hoac nghi ngo hoac
néu Khach Hang nghi ngo ai d6 biét Tén dang nhap, Mat khau, Cau
hoi dé Thiét 1ap lai Mat khau va Ma Bao mat hoac chiém hitu, diéu
khién hozc sir dung Thiét Bi Bao Mat hozc Thiét bi di dong duoc
diung dé str dung tinh ning Digital Secure Key.

6. CAM SU DUNG DICH VU

6. CAM SU DUNG DICH VU

b. Khach hang khong dugc (va khong dugc ¢b ging) pha réi hoic
quay nhidu dudi bat ki hinh thirc ndo bat ki mot phan nao cua céac
dich vu (bao gdm trang mang truc tuyén, Thiét bi Bao mat hay phan
mém lién quan téi Ngan Hang hoac céc dich vu). Khach hang
khong duoc (va khong duoc ¢b gang) két ndi vao bat ki thi gi lién
quan t&i cac dich vu (bao gém trang mang truc tuyén hay phan
mém lién quan téi Ngan Hang hoic cac dich vu ma Ngan Hang
khong dinh dé Khach hang két ndi) bao gdm bat ki thir gi dwoc bao
V&, trir khi st dung Tén ding nhap, Ma Bao mat, Mat Khau (néu ap
dung) va Cau hoi dé Thiét lap lai Mat khau.

b. Khach Hang khong duoc (va khéng dugc cb géng) pha rbi hoic
quay nhidu dudi bat ki hinh thirc ndo bat ki mot phan nao cua cac
dich vy (bao gdm trang mang truc tuyén, Thiét Bj Bao Mat, Ung
dung HSBC Viét Nam, tinh niang Digital Secure Key hay phan
mém lién quan téi Ngan Hang hoic céc dich vu). Khach Hang
khong duoc (va khong duoc ¢b gang) két ndi vao bat ki thi gi lién
quan t&i cac dich vu (bao gém trang mang truc tuyén hay phan
mém lién quan téi Ngan Hang hoic cac dich vu ma Ngan Hang
khong dinh dé Khach Hang két néi) bao gom bat ki thir gi dwoc bao
V&, trir khi str dung Tén ding nhap, Ma Bao mat, Mat Khau (néu ap
dung) va Cau hoi dé Thiét 1ap lai Mat khau.

10. TRACH NHIEM CUA KHACH HANG POl VOl CAC GIAO
DICH KHONG PUNG THAM QUYEN

10. TRACH NHIEM CUA KHACH HANG POl VOI CAC GIAO
DICH KHONG PUNG THAM QUYEN

b. Néu Khach hang dé bat ki nguoi ndo sir dung mét hay nhiéu nhiing
muc sau: i) Tén ding nhap, ii) Mat khau, iii) Cac Cau hoi dé Thiét

lap lai Mat khau, iv) Thiét bi Bao mat va/hoic v) M& Bao mat cua

b. NéuKhach Hang dé bat ki nguoi ndo sir dung mét hay nhiéu nhiing
muc sau: i) Tén ding nhap, ii) Mat khau, iii) Cac Cau hoi dé Thiét
lap lai Mat khau, iv) Thiét Bi Bao Mat/ Digital Secure Key va/hoic

| PUBLIC|



Khéch hang thi Khach hang s& phai chiju trach nhiém ddi véi tat ca
cac khiéu nai, ton that va hau qua phat sinh tir hoac lién quan téi tat
ca céc giao dich dugc tién hanh thong qua viéc str dung céc dich vu

boi hoic véi su dong y caa ngudi do.

v) Ma Bao mat ctia Khach Hang thi Khach Hang s& phai chiu trach
nhiém d6i véi tat ca cac khiéu nai, ton that va hau qua phat sinh tir
hoac lién quan tai tat ca cac giao dich duoc tién hanh théng qua

viéc sir dung cac dich vu boi hoic véi sy dong y caa ngudi do.

Néu Khach hang c6 tham gia vao mét giao dich khong dang tham
quyén, Khéch hang s& phai chju trach nhiém vé& mot sé hoc tat ca
c4c ton that phat sinh tir giao dich khong ding tham quyén d6. Cac
cach ma Khach hang tham gia vao mot giao dich khong diing tham
quyén bao gém ca viéc khdng thuc hién cac budc hop 1y dé theo
doi bat ki nghia vu bao mat nao duoc dé cap dén trong cac Diéu
khoan nay va/hoic bat ki mot sy cham tr& khong chinh dang nao
trong viéc thong bao cho Ngan Hang vé viéc tiét 16 hoic kha ning
tiét 16 cho nguoi khac Tén dang nhap hoac Mat khau hozc cac Cau
hoi dé Thiét lap lai Mat khau hoic MA& Bao mat va/hoic viéc su
dung, diéu khién khong dung tham quyén hoic mat Thiét bi Bao

mat cua Khach hang.

Néu Khach Hang c6 tham gia vao mot giao dich khong dung tham
quyén, Khéach Hang s& phai chiu trach nhiém vé mot sb hozc tit ca
c4c ton that phat sinh tir giao dich khong diing tham quyén d6. Cac
cach ma Khach Hang tham gia vao mot giao dich khong ding tham
guyén bao gém ca viéc khdng thuc hién cac bude hop 1y dé theo
doi bat ki nghia vu bao mat nao duoc dé cap dén trong cac Didu
khoan nay va/hoic bat ki mot sy cham tr& khong chinh dang nao
trong viéc thong bao cho Ngan Hang vé viéc tiét 16 hodc kha nang
tiét 16 cho nguoi khac Tén dang nhap hoac Mat khau hozc cac Cau
hoi dé Thiét lap lai Mat khau hoic MA& Bao mat va/hoic viéc st
dung, diéu khién khong dung tham quyén hoac mat Thiét Bi Bao
Mat/ Thiét bi di dong duoc dung dé st dung Tinh ning Digital
Secure Key cua Khach Hang.

Néu Khach hang da thong bao som trong kha ning c6 thé cho Ngan
Hang vé viéc tiét 16 hodc kha nang tiét 16 cho nguoi khac Tén ding
nhap hoic Mat khau hodc cac Cau hoi dé Thiét lap lai Mat khau
hoic Ma Bao mat va/hoic viéc sir dung, diéu khién khong dang
tham quyén hozc mat Thiét bi Bao mat caa Khach hang thi Khéch
hang s& khong phai chiu trach nhiém ddi voi cac tn that phét sinh
sau khi Ngan Hang da nhan dugc théng bao do trir khi Khach Hang

hanh dong mét cach cb y hoic bt can.

Néu Khach Hang da thong bao som trong kha nang c6 thé cho Ngan
Hang vé viéc tiét 16 hoidc kha ning tiét 16 cho nguoi khac Tén ding
nhap hoic Mat khau hodc cac Cau hoi dé Thiét lap lai Mat khau
hoic Ma Bao mat va/hoic viéc sir dung, diéu khién khong dung
tham quyén hozc mat Thiét Bi Bao Mat/ Thiét bi di dong duoc dung
dé s dung Tinh ning Digital Secure Key cta Khach Hang thi

Khéch Hang s& khong phai chiu trach nhiém déi véi cc ton that
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phat sinh sau khi Ngan Hang da nhan dugc thong bao do6 trir khi

Khach Hang hanh dong mot cach ¢d y hoac bat can.

11. THIET BI BAO MAT

11. THIET BI BAO MAT/ DIGITAL SECURE KEY

Ngan Hang s& nd luc hop 1i dé bao ¢am rang Thiét bi Bao mat da cung

cip cho Khéch hang s& hoat dong & mirc can thiét dé cho phép két néi

véi cac dich vu khi duoc yéu cau. Khach hang phai thong bao cho Ngan

Hang ngay lap tac néu bat ki Thiét bi Bao mat nao khong hoat dong

dung chirc nang va nghia vu duy nhat cia Ngan Hang ddi véi Thiét bi

Bao mat d6 1a thay thé n6 boi mot Thiét bi Bao mat méi voi mic phi

ma Ngan Hang sé quy dinh tly ting thoi diém, ngoai trir trong cac

truong hop dudi day:

a.

Thiét bj Bao mat c6 16i dugc chuyén tra cho Ngan Hang trong vong

90 ngay ké tir ngay duoc cap; va

Ngan Hang cé bang ching 1a Khéch hang khong c6 15 hoic bat
can dan dén hoac gop phan 1am cho Thiét bj Bao mat khong hoat
dong dang chirc nang. Trir nhimg diéu quy dinh trong Khoan 11(a)
nay, Ngan Hang s& khdng chiu trach nhiém lién quan téi Thiét bi
Bao mat, bao gom ca trach nhiém ddi véi viéc vi pham bat ki diéu
khoan ngu y ndo vé chat lwong pht hop, su van hanh hay su thich
hop cho mot myc dich nao do cua bat ki Thiét bi Bao mat nao.
Ngoai ra, Ngan hang khong thé chiu trach nhiém vé bat ki mat mat
hay t6n thit nao ma Khach hang gap phai hay phai ganh chiu do
viéc Khéch hang khong gitr bao mat va/hoic khong sir dung Thiét

bi Bao mat dung theo Yéu cau va khuyén céo cua Ngan Hang.

a.

Ngan Hang s& nd lyc hop 1i dé bao dam rang Thiét bi Bao mat da
cung cip cho Khach hang s& hoat dong & mic can thiét dé cho phép

két ndi vai cac dich vu khi duoc yéu cau.

Khéch hang phai thdng bao cho Ngan Hang ngay lap tic néu bat
ki Thiét bi Bao mat nao khong hoat dong ding chirc ning va nghia
vu duy nhét ciia Ngan Hang di vai Thiét bi Bao mat do 1a thay thé
n6 bai mot Thiét bj Bao mat méi vai mae phi ma Ngan Hang sé&

quy dinh tly ting thoi diém, ngoai trir trong cac truong hop dudi

i) Thiétbi Bao mat c6 I15i duoc chuyén tra cho Ngan Hang trong

vong 90 ngay ké tir ngay duoc cap; va

Ngan Hang c6 bang chiing 1a Khach hang khéng c6 16i hoic
bat can dan dén hoac gép phan 1am cho Thiét bj Bao mat
khéng hoat dong dung chirc nang. Trir nhitng diéu quy dinh
trong Khoan 11(a) nay, Ngan Hang s& khdng chiu trach
nhiém lién quan t&i Thiét bi Bao mat, bao gdm ca trach
nhiém dbi véi viéc vi pham bt ki diéu khoan ngu y nao vé
chat Iuwong phi hop, sy van hanh hay sy thich hgp cho mét
muc dich nao d6 cua bat ki Thiét bj Bao mat nao. Ngoai ra,
Ngan hang khdng thé chiu trach nhiém vé bat ki mat mat hay

ton that nao ma Khach hang gip phai hay phai ganh chiu do
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viéc Khach hang khéng gitt bao mat va’hoac khong sir dung
Thiét bi Bao mat diing theo Yéu cau va khuyén céo ciaa Ngan

Hang.

N/A

C.

Tir thang 02 nam 2021, trir truong hop Ngan hang c6 quyét dinh

khéc, tinh nang Digital Secure Key 1a cong cu mic dinh (thay thé

Thiét Bj Bao Mat) dé tao Ma bao mat cho Ngan hang Tryc tuyén

Cé nhan.

i)

ii)

Déi v6i Khéach hang hién dang st dung Thiét Bi Bao Mat,
khi Khach hang kich hoat thanh cong tinh nang Digital
Secure Key, Thiét Bi Bao Mat cua Khéach hang sé lap tac bi

mat hiéu lyc str dung.

Khéch hang cd thé tri hodn viéc kich hoat Digital Secure Key
trong mot khoang thoi gian nhat dinh (“Thoi gian cho™) duoc
quy dinh cu thé boi Ngan hang tai tirng thoi diém. Trong
khoang Thai gian chd, Khach hang van cé thé si dung Thiét
Bi Bao Mat va Ung dung HSBC Viét Nam binh thuong.

Sau Thoi gian chd, néu Khéach hang van chua kich hoat thanh
cong tinh ning Digital Secure Key, Khach hang van c6 thé
tiép tuc sir dung Thiét Bi Bao Mat dé dang nhap va st dung
cac dich vu kha dung trén Ngan hang Tryc tuyén C4 nhan,
tuy nhién Khéch hang s& khong thé truy cap va st dung Ung
dung HSBC Viét Nam cho dén khi Khach hang kich hoat
thanh cbng tinh nang Digital Secure Key.
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Trong truong hop khach hang da kich hoat Digital Secure
Key dé sir dung nhung sau d6 mudn quay vé sir dung Thiét
Bi Bao Mat, véi diéu kién Thiét Bi Bao Mat van tiép tuc duoc
cung cap/chap nhan boi Ngan hang, Khach hang sé phai tuan
theo quy trinh caa Ngan hang tai thoi diém dé cho viéc thay
d6i phuong thirc tao ma bao mat, va chiu moi khoan phi co

thé duoc p dung.

Khi c6 bat ky thiét bi di dong nao caa Khach hang dung dé
sir dung tinh ning Digital Secure Key tré nén khdng thé vén
hanh binh thudng cac tinh ning can thiét, bi suy giam mic
d6 bao mat hodc khong thé duy tri viéc tuan thu yéu cau bao
mat theo hudng dan/khuyén nghi cua Ngan hang, hoic khong
con nam trong quyén kiém soat cia Khach hang (du la vo
tinh hay ¢ y) bao gém (nhung khong gioi han) cac truong
hop nhu: hu hai, bi that lac, mét cip, thay ddi, bi tin cong
can thiép quyén kiém soat hoic danh cép dit liéu, ... Khach
hang c6 trach nhiém ngay lap tirc tu g& thiét bi d6 khoi danh
sach thiét bi dugc dang ky st dung Ung dung HSBC Viét
Nam thdng qua: (i) Ung dung HSBC Viét nam dugc cai dat
trén mot thiét bi di dong twong thich khéc (tuy vao tinh trang
kha dung cta tinh nang lién quan trén Ung dung HSBC Viét
Nam tai ting thoi diém); (i) lién hé Trung tdm Dich vu
Khach hang ciia Ngan hang; hoic (iii) bat ky phwong thirc

nao khac dugc Ngan hang 4p dung tai tirng thoi diém.

16. CAC VAN DPE CHUNG

16. CAC VAN DE CHUNG
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c. Bbi hoan: Bang viéc két ndi, st dung va/hoic tiép tuc s dung
Trang mang cua cac dich vu nay, Khéch Hang thé hién sy dong y
s& bodi hoan va bao dam cho HSBC, giam dbc, nhan vién, nguoi
duoc chi dinh va dai dién cia HSBC dugc bdi hoan ddi véi tat ca
cac hanh dong, trach nhiém, chi phi, khiéu nai, mat mat, ton that,
kién cao va’hoic cac khoan phi (bao gdm tat ca céac chi phi luat su
trén co so khoan bdi hoan) ma Ngan Hang phai ganh chiu hoic gap
phai bao gdm nhung khong giGi han, lién quan t6i hoac phéat sinh

tu:

ii)  Bat ki yéu cau khong dung tham quyén nao (bao gom Yéu
cau tir nguoi khdng cd quyén va/hoic yéu cau duge dua ra tir
viéc sir dung khong dung tham quyén Tén ding nhap Mat
khau (néu ap dung), cac Cau hoi dé Thiét Iap lai Mat khau
va/hoic M4 Bao mat va/hoic Thiét Bi Bao Mat) cd thé duoc
truyén qua Ngan hang Truc tuyén Cé& nhan hoic bat ki yéu

ciu khong day du, khéng chinh xac hoic sai lac nao;

iv)  Bat ki vi pham hoic viéc khdng tuan thu bét ki Biéu khoan
nao ciia Khach Hang hoic cua bat ki nguoi khong c6 tham
quyén nao sir dung Tén ding nhap/M4 c& nhan Ngan Hang
Truc tuyén, Mat khau, cac Cau hoi dé Thiét 1ap lai Mat khau
va Thiét Bi Bao Mat cua Khéach Hang:

c. Bbi hoan: Bang viéc két ndi, st dung va/hoic tiép tuc s dung
Trang mang cua cac dich vu ndy, Khach Hang thé hién sy dong y
s& bdi hoan va bao dam cho HSBC, giam dbc, nhan vién, nguoi
duoc chi dinh va dai dién cia HSBC duogc bdi hoan dbi véi tat ca
cac hanh dong, trach nhiém, chi phi, khiéu nai, mat mat, ton that,
kién cao va/hoic cac khoan phi (bao gdm tat ca cac chi phi luat su
trén co so khoan bdi hoan) ma Ngan Hang phai ganh chiu hoic gap
phai bao gdm nhung khong giGi han, lién quan tGi hoic phéat sinh

tu:

ii)  Bat ki yéu cau khong dung tham quyén nao (bao gom Yéu
cau tir nguoi khdng co quyén va/hoic yéu cau duge dua ra tir
viéc sir dung khong dung tham quyén Tén ding nhap Mat
khau (néu ap dung), cac Cau hoi dé Thiét 1ap lai Mat khau
va/hoic MA Bao mat va/hoic Thiét Bi Bao Mat/ Digital
Secure Key) c6 thé duoc truyén qua Ngan hang Truc tuyén
Cé nhan hoic bat ki yéu cau khong day du, khdng chinh xac

hoac sai lac nao;

iv)  Bat ki vi pham hogc viéc khdng tuan thu bt ki Biéu khoan
nao ciia Khach Hang hoic cua bat ki ngudi khdng c6 thim
quyén nao sir dung Tén ding nhap/M& c& nhan Ngan Hang
Truc tuyén, Mat khau, cac Cau hoi dé Thiét 1ap lai Mat khau
va Thiét Bi Bao Mat/ Digital Secure Key caa Khach Hang;

CAC PIEU KHOAN VA PIEU KIEN SU DUNG DICH VU NGAN
HANG QUA PIEN THOAI HIEN TAI

CAC PIEU KHOAN VA PIEU KIEN SU DUNG DICH VU NGAN
HANG QUA PIEN THOAI
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3. HOAT PONG CUA DICH VU NGAN HANG QUA PIEN THOAI

3. HOAT PONG CUA DICH VU NGAN HANG QUA PIEN THOAI

Khéch Hang c6 thé sir dung Dich Vu Ngan Hang Qua Pién Thoai dé:

(a) kiém tra s6 du cua cac Tai Khoan;

(b) lay théng tin V& nhitng giao dich vira duoc thuc hién trén Tai
Khoan;

(c) chuyén tién tir Tai Khoan Chi Binh qua Tai Khoan Thé Tin
Dung cua Khach Hang néu trong Dich Vu Ngan Hang Qua Dién
Thoai da dugc xac dinh truedc vé gidi han chi dinh chuyén khoan;

(d) lay thong tin vé céc ty gia ngoai hdi va l4i suét tién gui;

(e) kich hoat Thé Tin Dung, bao gom viéc kich hoat thé qua
Trung Tam Dich Vu Khach Hang, Dich Vu Ngan

Hang tu dong Qua Dién Thoai hoic tin nhian SMS theo quy dinh
cua Ngan Hang quy dinh;

(f) tién hanh céc dich vu ngan hang va dich vy the tin dung khac
ma Ngan Hang sé gidi thiéu tai tirng thoi diém.

Khach Hang c6 thé sir dung Dich Vu Ngan Hang Qua Dién Thoai dé:

(a) kiém tra s6 du cua cac Tai Khoan;

(b) lay théng tin v& nhitng giao dich vira duoc thyc hién trén Tai
Khoan;

(c) chuyén tién tir Tai Khoan Chi Binh qua Tai Khoan The Tin
Dung cua Khach Hang néu trong Dich Vu Ngén Hang Qua Di¢n
Thoai da dugc xac dinh trudc vé gidi han chi dinh chuyén khoan;

(d) kich hoat Thé Tin Dung;

Hang tu dong Qua Dién Thoai hoic tin nhian SMS theo quy dinh
cua Ngan Hang quy dinh;

(e) tién hanh cac dich vu ngan hang va dich Vu the tin dung khac
ma Ngan Hang s€ giagi thiéu tai tirng thoi diem.
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B. Khach Hang Premier

Céc Piéu Khoan va Piéu Ki¢n hién tai

Cic Piéu Khoan va Piéu Kién c6 hiéu luc tir 24/02/2021

*Luu y: Ngi dung khong co trong ban Piéu Khodn va Diéu Kién hién tai

“Lun y: Noi dung mau do 1a phan cdp nhdt dwoc bé sung

CAC PIEU KHOAN VA PIEU KIEN DANH CHO NGAN HANG
TRUC TUYEN

CAC PIEU KHOAN VA PIEU KIEN DANH CHO NGAN HANG
TRUC TUYEN

CHU Y! Xin vui long doc Ky cac nghia vu bao mat quy dinh tai cac Khoan
3 va 10 dudi day. Néu Khach hang vi pham bat cir nghia vu bao mat nao
thi Khach hang s& phai chiu trach nhiém vé cac giao dich ké ca khi Khach
hang khong giao két cac giao dich do.

Céc Diéu khoan va Biéu kién nay (“Piéu khoan™) giai thich cac trach nhiém
va nghia vy cia Khach hang lién quan tgi cac dich vy va théng tin ma
Khach hang st dung hodc dugc Ngan Hang yéu cau hoic dich vy va thong
tin ma Ngan Hang cung cip cho Khach hang théng qua Ngan hang Truc
tuyén Cé nhan thuoc dich vu Ngan hang Truc tuyén caa HSBC.

CHU Y! Xin vui 1ong doc ki cac Dicu khoan va diéu kién nay, dac biét 1a
cac quy dinh vé nghia vu bao mat quy dinh tai cac Khoan 3 va 10 dudi day.
Néu Khéch Hang vi pham bét cir nghia vu bao mat nao thi Khach Hang s&
phai chiu trach nhiém vé céc giao dich ké ca khi Khach Hang khong giao

két cac giao dich do.

Cac biéu khoan va Diéu kién nay quy dinh va giai thich céc trach nhiém
va nghia vu cua Khach Hang lién quan tgi c&c dich vy va théng tin ma
Khach Hang st dung hozc duoc Ngan Hang yéu cau hoic dich vu va théng
tin ma Ngan Hang cung cp cho Khach Hang théng qua Ngan hang Truc
tuyén Ca nhan thugc dich vu Ngan hang Truc tuyén cua HSBC.

1. VE BAN CHAP THUAN NAY

1. VE BAN CHAP THUAN NAY

N/A

“Digital Secure Key” hodc “Tinh ning Digital Secure Key” c6 nghia
la mot tinh nang bao mat hoat dong trén Ung dung HSBC Viét Nam,
tinh ning nay duoc thiét ké dé sir dung cho viéc khai tao Ma Bao mat
(cac Mat khau sir dung mét lan) dé truy cap va giao dich qua céc dich

vu Ngan hang Truc tuyén Ca nhan.
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N/A

“Ung dung HSBC Viét Nam” hoic “Ung dung ngan hang di dong
HSBC Viét Nam” c6 nghia 1a tng dung di dong duoc cung cap va cap
nhat lién tuc boi Ngan hang, cé thé duoc tai vé trén bat ky thiét bi di
dong nao chay nhiing hé diéu hanh dwoc Ngan Hang hd tro theo ting
thoi diém, ma théng qua ng dung d6 Khach hang cé thé truy cap cac
dich vu ngén hang kha dung trén ung dung cua Ngan Hang. Viéc sir
dung tng dung HSBC Viét Nam tuan thu theo Diéu khoan va Biéu kién
su dung ung dung HSBC Maobile Banking.

N/A

“Thiét bi di dong” co nghia 1a mot thiét bi di dong théng minh, bao
gom dién thoai thdng minh (Smartphone), may tinh bang (Tablet), ...)

N/A

“Thiét bi di dong dwoc hd tro” hodc “Thiét bi di déng twong
thich” c6 nghia 1a mot thiét bi di dong théng minh sir dung nhitng hé
diéu hanh dugc Ngan hang hd tro dé co thé cai dat tng dung HSBC
Viét Nam.

“M4 Bao mat” c6 nghia 1a mat khau sir dung mét lan dugc khoi tao
bai Thiét bi Bao mat

“M4a B&o mat” c6 nghia 1a mat khau sir dung mét lan dugc khai tao

bai Thiét Bi Bao Mat hoic Digital Secure Key.

N/A

“Phwong thirc khéi tao mé bao mat” co nghia la cach thac va
phuong phap tién hanh khoi tao M& Bao mat bang cach sir dung Thiét
Bi Bao Mat hoac Digital Secure Key.

“Tai khoan” c6 nghia 1a cac tai khoan Ngan Hang gan lién véi Tén
dang nhap, Mat khau (néu &p dung), va Thiét bi Bao mat da dwoc cung

cip cho Khach hang dé st dung dich vu.

“Tai khoan” co nghia 1a cac tai khoan Ngan Hang gan lién véi Tén
dang nhap, Mat khau (néu 4p dung), va Thiét Bi Bao Mat di duoc
cung cip cho Khach Hang dé sir dung dich vu hoic Digital Secure
Key ma Khach Hang di kich hoat thanh cong dé thay thé Thiét Bi
Bao Mat.
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NGHIA VU BAO MAT CUA KHACH HANG

NGHIA VU BAO MAT CUA KHACH HANG

b. Dé sir dung cac dich vy, Khach Hang s& can mot nhan dang riéng b. Dé sir dung cac dich vu, Khach Hang s& can mot nhan dang riéng
(Tén dang nhap), mot thiét bi bao mat (Thiét Bi Bao Mat) va, néu (Tén dang nhap), mot Thiét Bi Bao Mat hoac Thiét bi di dong da
duogc yéu cau, mot Mat khau. cai Ung dung HSBC Viét Nam véi tinh nang Digital Secure Key

dang hoat dong va, néu dugc yéu cau, mot Mat khau.

N/A c¢. Khach hang la nguoi duy nhét ¢ trach nhiém can nhic ki ludng
va lra chon Thiét Bi Bao Mat/ Digital Secure Key sao cho phil hop
vai nhu cau sir dung ciia minh. Mai tai khoan Ngan hang Truc tuyén
Cé nhan gén lién véi mot Tén tai khoan chi dugc quyén sir dung
duy nhat mot phuong thirc khoi tao ma bao mat tai mot thoi diém.

N/A e. Khach hang 1a ngudi duy nhat c6 trach nhiém kich hoat tinh ning
Digital Secure Key dé thay thé Thiét Bi Bao Mat trong viéc khai
tao ma bao mat

Dé Thiét 1ap lai Mat khau Tryc tuyén, Khéach hang can cung cip h. Dé Thiét 1ap lai Mat khau Truc tuyén, Khach Hang can cung cap

cho Ngan Hang Tén diang nhap, hoan thanh cac Cau hoi dé Thiét

lap lai Mat khau va cung cip xac nhan st dung Thiét bj Bao mat.

cho Ngan Hang Tén dang nhap, hoan thanh cac Cau hoi dé Thiét
lap lai Mat khdu va cung cp xac nhan sir dung Thiét Bi Bao Mat/
Digital Secure Key.

Khéch hang phai giit bi mat Mat khau caa minh va bao mat cho
Mat khau do6 va thuc hién céc bién phap hop 1y dé ngan chan viéc
str dung trai phép Tén dang nhap, Mat khau, Cau hoi dé Thiét lap
lai Mat khau va M& Bao mat cua Khach hang. Khach hang khéng
dugc dé nguoi khac chiém hitu hoic diéu khién Thiét bi Bao mat

trong bat ki tinh huéng nao va vao bat ki thoi diém nao.

Khéch Hang phai giir bi mat Mat khau caa minh va bao mat cho
Mat khau do6 va thuc hién céc bién phép hop ly dé ngan chin viéc
st dung trai phép Tén dang nhap, Mat khau, Cau hoi dé Thiét lap
lai Mat khau va Ma Bao mat cua Khach Hang. Khach Hang khéng
dugc dé nguoi khéac chiém hiru hoic diéu khién Thiét Bi Bao Mat
hodc Thiét bi di dong dugc dung dé sir dung tinh ning Digital

Secure Key trong bat ki tinh hudng nao va vao bat ki thoi diém nao.
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k. Khéch hang phai théng bao cho Ngan Hang ngay lap tic vé bat ki
viéc két ndi trai phép nao vao céc dich vu hodc vé bat ki giao dich
hoac yéu cau trai phép nao ma Khach hang biét hodc nghi ngo hoac
néu Khach hang nghi ngo ai d6 biét Tén ding nhap, Mat khau, Cau
hoi dé Thiét 1ap lai Mat khau va M4 Bao mat hoac chiém hiru, diéu

khién hozc sir dung Thiét bi Bao mat.

I.  Khéch Hang phai thdng bao cho Ngan Hang ngay lap tirc vé bat ki
viéc két ndi trai phép nao vao céc dich vu hoac vé bt ki giao dich
hoac yéu cau trai phép nao ma Khéach Hang biét hoac nghi ngo hoac
néu Khach Hang nghi ngo ai d6 biét Tén ding nhap, Mat khau, Cau
hoi dé Thiét 1ap lai Mat khau va Ma Bao mat hoac chiém hiru, diéu
khién hozc sir dung Thiét Bi Bao Mat hoac Thiét bi di dong duoc
diung dé str dung tinh ning Digital Secure Key.

6. CAM SU DUNG DICH VU

6. CAM SU DUNG DICH VU

b. Khach hang khong duoc (va khong dugc ¢b ging) pha rdi hoic
quay nhidu dudi bat ki hinh thirc ndo bat ki mot phan nao cua céac
dich vu (bao gdm trang mang truc tuyén, Thiét bi Bao mat hay phan
mém lién quan téi Ngan Hang hoac céc dich vu). Khach hang
khong duoc (va khong duoc ¢b gang) két ndi vao bat ki thi gi lién
quan t&i cac dich vu (bao gém trang mang truc tuyén hay phan
mém lién quan téi Ngan Hang hoic cac dich vu ma Ngan Hang
khong dinh dé Khach hang két ndi) bao gdm bat ki thir gi dwoc bao
V&, trir khi st dung Tén ding nhap, Ma Bao mat, Mat Khau (néu ap
dung) va Cau hoi dé Thiét lap lai Mat khau.

b. Khach Hang khong duoc (va khéng dugc cb géng) pha rbi hoic
quay nhidu dudi bat ki hinh thirc ndo bat ki mot phan nao cua céc
dich vy (bao gdm trang mang truc tuyén, Thiét Bj Bao Mat, Ung
dung HSBC Viét Nam, tinh ning Digital Secure Key hay phan
mém lién quan téi Ngan Hang hoic céc dich vu). Khach Hang
khong duoc (va khong duoc ¢b gang) két ndi vao bat ki thi gi lién
quan t&i cac dich vu (bao gém trang mang truc tuyén hay phan
mém lién quan téi Ngan Hang hoic cac dich vu ma Ngan Hang
khong dinh dé Khach Hang két ndi) bao gom bat ki thir gi dwoc bao
V&, trir khi str dung Tén ddng nhap, Ma Bao mat, Mat Khau (néu ap
dung) va Cau hoi dé Thiét 1ap lai Mat khau.

10. TRACH NHIEM CUA KHACH HANG POl VOl CAC GIAO
DICH KHONG PUNG THAM QUYEN

10. TRACH NHIEM CUA KHACH HANG POl VOl CAC GIAO
DICH KHONG PUNG THAM QUYEN

b. Néu Khach hang dé bat ki nguoi ndo sir dung mét hay nhiéu nhiing
muc sau: i) Tén ding nhap, ii) Mat khau, iii) Cac Cau hoi dé Thiét

lap lai Mat khau, iv) Thiét bi Bao mat va/hoic v) Ma Bao mat cua

b. Néu Khach Hang dé bat ki nguoi ndo sir dung mét hay nhiéu nhiing
muc sau: i) Tén ding nhap, ii) Mat khau, iii) Cac Cau hoi dé Thiét
lap lai Mat khau, iv) Thiét Bi Bao Mat/ Digital Secure Key va/hoic
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Khéch hang thi Khach hang s& phai chiju trach nhiém ddi véi tat ca
cac khiéu nai, ton that va hau qua phat sinh tir hoac lién quan téi tat
ca céc giao dich dugc tién hanh thong qua viéc str dung céc dich vu

boi hoic véi su dong y caa ngudi do.

v) Ma Bao mat ctia Khach Hang thi Khach Hang s& phai chiu trach
nhiém d6i véi tat ca cac khiéu nai, ton that va hau qua phat sinh tir
hoac lién quan toi tat ca cac giao dich duoc tién hanh théng qua

viéc sir dung cac dich vu boi hoic véi sy dong y caa ngudi do.

Néu Khach hang c6 tham gia vao mét giao dich khong dung tham
quyén, Khéch hang s& phai chju trach nhiém vé& mot sé hoc tat ca
c4c ton that phat sinh tir giao dich khong ding tham quyén d6. Cac
cach ma Khach hang tham gia vao mot giao dich khong diing tham
quyén bao gém ca viéc khdng thuc hién cac budc hop 1y dé theo
doi bat ki nghia vu bao mat nao duoc dé cap dén trong cac Diéu
khoan nay va/hoic bat ki mot sy cham tr& khong chinh dang nao
trong viéc thong bao cho Ngan Hang vé viéc tiét 16 hoic kha ning
tiét 16 cho nguoi khac Tén dang nhap hoac Mat khau hozc cac Cau
hoi dé Thiét lap lai Mat khau hoic MA& Bao mat va/hoic viéc su
dung, diéu khién khong dung tham quyén hoic mat Thiét bi Bao

mat cua Khach hang.

Néu Khach Hang c6 tham gia vao mot giao dich khong dung tham
quyén, Khéach Hang s& phai chiu trach nhiém vé mét sb hozc tit ca
c4c ton that phat sinh tir giao dich khong diing tham quyén d6. Cac
céch ma Khach Hang tham gia vao mot giao dich khong ding tham
guyén bao gém ca viéc khdng thuc hién cac bude hop 1y dé theo
doi bat ki nghia vu bao mat nao duoc dé cap dén trong cac Diéu
khoan nay va/hoic bat ki mot su cham tr& khong chinh dang nao
trong viéc thong bao cho Ngan Hang vé viéc tiét 16 hoac kha ning
tiét 16 cho nguoi khac Tén dang nhap hoac Mat khau hozc cac Cau
hoi dé Thiét lap lai Mat khau hoic M& Bao mat va/hoic viéc su
dung, diéu khién khong dung thim quyén hoic mat Thiét Bi Bao
Mat/ Thiét bi di dong duoc dung dé sir dung Tinh ning Digital
Secure Key cua Khach Hang.

Néu Khach hang da thong bao som trong kha ning c6 thé cho Ngan
Hang vé viéc tiét 16 hoic kha ning tiét 16 cho nguoi khac Tén ding
nhap hoic Mat khau hodc cac Cau hoi dé Thiét lap lai Mat khau
hoic Ma Bao mat va/hoic viéc sir dung, diéu khién khong dang
tham quyén hozc mat Thiét bi Bao mat caa Khach hang thi Khéch
hang s& khong phai chiu trach nhiém ddi voi cac tén that phét sinh

sau khi Ngan Hang da nhan dugc théng bao do trir khi Khach Hang

hanh dong mét cach cb y hoic bt can.

Néu Khach Hang da thong bao som trong kha nang cé thé cho Ngan
Hang vé viéc tiét 16 hodc kha ning tiét 16 cho nguoi khac Tén ding
nhap hoic Mat khau hodc cac Cau hoi dé Thiét lap lai Mat khau
hoic Ma Bao mat va/hoic viéc sir dung, diéu khién khong dung
tham quyén hozc mat Thiét Bi Bao Mat/ Thiét bi di dong duoc dung
dé s dung Tinh ning Digital Secure Key cta Khach Hang thi

Khéch Hang s& khong phai chiu trach nhiém déi véi céc ton that
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phat sinh sau khi Ngan Hang da nhan dugc thong bao do6 trir khi

Khach Hang hanh dong mot cach ¢d y hoac bat can.

11. THIET BI BAO MAT

11. THIET BI BAO MAT/ DIGITAL SECURE KEY

Ngan Hang s& nd luc hop 1i dé bao ¢am rang Thiét bi Bao mat da cung

cip cho Khéch hang s& hoat dong & mirc can thiét dé cho phép két néi

véi cac dich vu khi duoc yéu cau. Khach hang phai thong bao cho Ngan

Hang ngay lap tac néu bat ki Thiét bi Bao mat nao khong hoat dong

dung chirc nang va nghia vu duy nhat cia Ngan Hang ddi véi Thiét bi

Bao mat d6 1a thay thé n6 boi mot Thiét bi Bao mat méi voi mic phi

ma Ngan Hang sé quy dinh tly ting thoi diém, ngoai trir trong cac

truong hop dudi day:

a.

Thiét bj Bao mat c6 16i dugc chuyén tra cho Ngan Hang trong vong

90 ngay ké tir ngay duoc cap; va

Ngan Hang cé bang ching 1a Khéch hang khong c6 15 hoic bat
can dan dén hoac gop phan 1am cho Thiét bj Bao mat khong hoat
dong dang chirc nang. Trir nhimg diéu quy dinh trong Khoan 11(a)
nay, Ngan Hang s& khdng chiu trach nhiém lién quan téi Thiét bi
Bao mat, bao gom ca trach nhiém ddi véi viéc vi pham bat ki diéu
khoan ngu y ndo vé chat lwong pht hop, su van hanh hay su thich
hop cho mot myc dich nao do cua bat ki Thiét bi Bao mat nao.
Ngoai ra, Ngan hang khéng thé chiu trach nhiém vé bat ki mat mat
hay t6n thit nao ma Khach hang gap phai hay phai ganh chiu do
viéc Khéch hang khong gitr bao mat va/hoic khong sir dung Thiét

bi Bao mat dung theo Yéu cau va khuyén céo cua Ngan Hang.

a.

Ngan Hang s& nd luc hop 1i dé bao ¢am rang Thiét bi Bao mat da
cung cap cho Khéch hang s& hoat dong & muc can thiét dé cho

phép két ndi véi céc dich vu khi duoc yéu cau.

Khéch hang phai théng bao cho Ngan Hang ngay lap tirc néu bat
ki Thiét bi Bao mat nao khdng hoat dong dung chirc ning va nghia
vu duy nhat ciia Ngan Hang d6i véi Thiét bi Bao mat d6 1a thay
thé n6 boi mot Thiét bi Bao mat mai vai mac phi ma Ngan Hang
s& quy dinh tly tung thoi diém, ngoai trir trong cac truong hop
dudi day:

i) Thiét bi Bao mat c6 15i duoc chuyén tra cho Ngan Hang

trong vong 90 ngay ké tir ngay duoc cip; va

ii)  Ngan Hang c6 bang ching 1a Khach hang khong c6 13i hoic
bat can dan dén hoac gop phan Iam cho Thiét bj Bao mat
khong hoat dong diing chirc nang. Trir nhitng diéu quy dinh
trong Khoan 11(a) nay, Ngan Hang sé& khong chiu trach
nhiém lién quan téi Thiét bi Bao mat, bao gdom ca trach
nhiém dbi vai viéc vi pham bat ki diéu khoan ngu y nao vé
chat luong ph hop, su van hanh hay su thich hop cho mot
muc dich nao d6 cua bat ki Thiét bi Bao mat ndo. Ngoai ra,
Ngan hang khong thé chiu trach nhiém vé bat ki mat mat

hay t6n that ndo ma Khach hang gap phai hay phai ganh chiu
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do viéc Khach hang khéng gitr bao mat va/hoac khong st
dung Thiét bi Bao mat ding theo Yéu cau va khuyén cao

cua Ngan Hang.

N/A

C.

Tir thang 02 nam 2021, trir truong hop Ngan hang cé quyét dinh

khac, tinh nang Digital Secure Key 1a cong cu mic dinh (thay thé

Thiét Bi Bao Mat) dé tao M4 bao mat cho Ngan hang Truc tuyén

Ca nhan.

i)

i

Dbi véi Khach hang hién dang sir dung Thiét Bi Bao Mat,
khi Khéach hang kich hoat thanh cong tinh nang Digital
Secure Key, Thiét Bi Bao Mat ctiia Khach hang s& lap tuc bi

mat hiéu lyc st dung.

Khéch hang cé thé tri hodn viéc kich hoat Digital Secure
Key trong mot khoang thoi gian nhét dinh (“Thoi gian cho™)
dugc quy dinh cu thé boi Ngan hang tai ting thoi diém.
Trong khoang Thoi gian cho, Khéch hang van co thé sir
dung Thiét Bi Bao Mat va Ung dung HSBC Viét Nam binh
thuong.

Sau Thoi gian chod, néu Khéach hang van chua kich hoat
thanh cong tinh ning Digital Secure Key, Khach hang van
c6 thé tiép tuc sir dung Thiét Bi Bao Mat dé dang nhap va
str dung cac dich vu kha dung trén Ngan hang Truc tuyén
Ca nhan, tuy nhién Khach hang s& khong thé truy cap va sir
dung Ung dung HSBC Viét Nam cho dén khi Khéch hang
kich hoat thanh cdng tinh nang Digital Secure Key.
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Trong truong hgp khach hang da kich hoat Digital Secure
Key dé str dung nhung sau dé6 mudn quay vé sir dung Thiét
Bi Bao Mat, véi diéu kién Thiét Bi Bao Mat van tiép tuc
duoc cung cap/chap nhan boi Ngan hang, Khach hang sé
phai tuan theo quy trinh cua Ngan hang tai thoi diém do6 cho
viéc thay ddi phuong thirc tao ma bao mat, va chiu moi

khoan phi c6 thé duoc ap dung.

Khi c6 bét ky thiét bi di dong nao cua Khach hang dung dé
sir dung tinh ning Digital Secure Key tré nén khong thé van
hanh binh thuong cac tinh niang can thiét, bi suy giam mic
d6 bao mat hoac khong thé duy tri viéc tuan thu yéu cau bao
mat theo huéng din/khuyén nghi cua Ngan hang, hoic
khéng con nam trong quyén kiém soat ciia Khach hang (du
1a vo tinh hay c6 y) bao gom (nhung khong gidi han) cac
truong hop nhu: hu hai, bi that lac, mit cép, thay ddi, bi tan
cong can thiép quyén kiém soét hoic danh cip dit liéu, ...
Khach hang c6 trach nhiém ngay lap tuc ty g& thiét bi do
khoi danh séach thiét bi dugc ding ky sir dung Ung dung
HSBC Viét Nam thong qua: (i) Ung dung HSBC Viét nam
dugc cai dat trén mot thiét bi di dong tuong thich khéc (tuy
vao tinh trang kha dung cuaa tinh nang lién quan trén Ung
dung HSBC Viét Nam tai timng thoi diém); (ii) lién hé Trung
tam Dich vy Khach hang caa Ngan hang; hoac (iii) bat ky
phuong thirc nao khac dugc Ngan hang ap dung tai tirng thoi

diém.
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16. CAC VAN PE CHUNG

16. CAC VAN PE CHUNG

C.

Boi hoan: Bang viéc két ndi, st dung va/hoic tiép tuc s dung
Trang mang cua cac dich vu ndy, Khach Hang thé hién sy dong y
s& bdi hoan va bao dam cho HSBC, giam dbc, nhan vién, ngudi
duoc chi dinh va dai dién cia HSBC dugc bdi hoan ddi véi tat ca
cac hanh dong, trach nhiém, chi phi, khiéu nai, mat mat, ton that,
kién cao va’hoic cac khoan phi (bao gdm tat ca céac chi phi luat su
trén co so khoan bdi hoan) ma Ngan Hang phai ganh chiu hoic gap
phai bao gdm nhung khong giGi han, lién quan t6i hoac phéat sinh

tu:

ii)  Bat ki yéu cau khong dung tham quyén nao (bao gom Yéu
cau tir nguoi khdng cd quyén va/hoic yéu cau duge dua ra tir
viéc sir dung khong dung tham quyén Tén ding nhap Mat
khau (néu 4p dung), cac Cau hoi dé Thiét lap lai Mat khau
va’hoac M3 Bao mat va/hoic Thiét Bi Bao Mat) cd thé duogc
truyén qua Ngan hang Truc tuyén Céa nhan hoic bat ki yéu

ciu khong day du, khéng chinh xac hoic sai lac nao;

iv)  Bat ki vi pham hoic viéc khdng tuan thu bét ki Biéu khoan
nao ciia Khach Hang hoic cua bat ki nguoi khong c6 tham
quyén nao sir dung Tén ding nhap/M4 c& nhan Ngan Hang
Tryc tuyén, Mat khau, cac Cau hoi dé Thiét 1ap lai Mat khau
va Thiét Bi Bao Mat ciia Khach Hang;

C.

Boi hoan: Bang viéc két ndi, sir dung va/hoic tiép tuc sir dung
Trang mang cua cac dich vy nay, Khach Hang thé hién su dong y
s& bdi hoan va bao dam cho HSBC, giam ddc, nhan vién, nguoi
duoc chi dinh va dai dién caa HSBC dugc bdi hoan déi véi tit ca
cac hanh dong, trach nhiém, chi phi, khiéu nai, mat mat, ton that,
kién céo va/hoic cac khoan phi (bao gdm tat ca cac chi phi luat su
trén co s& khoan bdi hoan) ma Ngan Hang phai ganh chiu hoic
gap phai bao gdbm nhung khéng giGi han, lién quan téi hodc phat

sinh tu:

ii)  Bat ki yéu cau khong ding tham quyén nao (bao gom Yéu
cau tir nguoi khong co quyén va/hoic yéu cau duoc dua ra
tir viéc str dung khong dung tham quyén Tén ding nhap Mat
khau (néu &p dung), cac Cau hoi dé Thiét lap lai Mat khau
va’hoic MA Bao mat va/hoic Thiét Bi Bao Mat/ Digital
Secure Key) c6 thé duoc truyén qua Ngan hang Truc tuyén
Ca nhan hoic bét ki yéu cau khong day dii, khéng chinh xac

hoac sai lac nao;

iv)  Bat ki vi pham hoic viéc khong tuan thu bét ki Diéu khoan
nao cua Khach Hang hoic cua bat ki ngudi khéng c6 tham
quyén nao sir dung Tén dang nhap/MA ca nhan Ngan Hang
Truc tuyén, Mat khau, cac Cau hoi dé Thiét 1ap lai Mat khau
va Thiét Bi Bao Mat/ Digital Secure Key cua Khach Hang;
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CAC PIEU KHOAN VA PIEU KIEN SU DUNG DICH VU NGAN
HANG QUA PIEN THOAI HIEN TAl

CAC PIEU KHOAN VA PIEU KIEN SU DUNG DICH VU NGAN
HANG QUA PIEN THOAI

3. HOAT PONG CUA DICH VU NGAN HANG QUA PIEN THOAI | 3. HOAT PONG CUA DICH VU NGAN HANG QUA PIEN THOAI

Khéch Hang c6 thé sir dung Dich Vu Ngan Hang Qua Pién Thoai dé: Khach Hang c6 thé sir dung Dich Vu Ngan Hang Qua Dién Thoai dé:

(a) kiém tra s6 du cua cac Tai Khoan;

(b) lay théng tin v& nhitng giao dich vira duoc thuc hién trén Tai
Khoan;

(c) chuyén tién tir Tai Khoan Chi Binh qua Tai Khoan Thé Tin
Dung cua Khach Hang néu trong Dich Vu Ngan Hang Qua bién
Thoai da dugc xac dinh trugc vé gidi han chi dinh chuyén khoan;
(d) lay thong tin vé céc ty gia ngoai hdi va l4i suét tién gui;

(e) kich hoat Thé Tin Dung, bao gom viéc kich hoat thé qua
Trung Tam Dich Vu Khach Hang, Dich Vu Ngan

Hang tu dong Qua Dién Thoai hoic tin nhian SMS theo quy dinh
cua Ngan Hang quy dinh;

(f) tién hanh cac dich vu ngan hang va dich vu theé tin dung khac
ma Ngan Hang sé gidi thiéu tai tirng thoi diém.

(a) kiém tra s6 du cua cac Tai Khoan;

(b) lay théng tin v& nhitng giao dich vira duoc thyuc hién trén Tai
Khoan;

(c) chuyén tién tir Tai Khoan Chi Binh qua Tai Khoan Thé Tin
Dung cua Khach Hang néu trong Dich Vu Ngan Hang Qua Di¢n
Thoai da dugc xac dinh trudc vé gidi han chi dinh chuyén khoan;

(d) kich hoat Thé Tin Dung;

Hang tu dong Qua Dién Thoai hoic tin nhin SMS theo quy dinh
cua Ngan Hang quy dinh;

(e) tién hanh cac dich vu ngan hang va dich Vvu the tin dung khac
ma Ngan Hang s& gidi thiéu tai tirng thoi diém.
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SUMMARY OF CHANGES ABOUT TERMS & CONDITIONS

(This amendment is effective from 24 Feb 2021)

A. Personal Banking Customer

Current Terms and Conditions

Terms and Conditions effective on 24 Feb 2021

are marked as N/A

*Note: Contents which are not included in current Terms and Conditions

*Note: Revised contents are marked in red

GENERAL TERMS AND CONDITIONS

GENERAL TERMS AND CONDITIONS

5. TRANSACTION RECORD AND NOTIFICATION

5.8. The Customer warrants that all particulars given to the Bank
(whether in an Account Opening Form or otherwise) are, to
the best of the Customer's knowledge, accurate and
updated. The Customer undertakes to notify the Bank of
any changes to these particulars, including but not limited
to that the Customer must notify the Bank without delay of
any changes in the Customer's, Account Holder’s name and
address, as well as the termination of, or amendment to, any
powers of representation towards the Bank conferred on
any person.

The Customer hereby authorizes and agrees, for the Bank to
update Customer’s resident status based on information/
documents provided by Customers, by the way that the Bank
deems appropriate.

5. TRANSACTION RECORD AND NOTIFICATION

5.8. The Customer warrants that all particulars given to the Bank
(whether in an Account Opening Form or otherwise) are, to
the best of the Customer's knowledge, accurate and updated.
The Customer undertakes to notify the Bank of any changes
to these particulars, including but not limited to that the
Customer must notify the Bank without delay of any changes
in the Customer's, Account Holder’s name and address, as
well as the termination of, or amendment to, any powers of
representation towards the Bank conferred on any person.

The Customer hereby authorizes and agrees, for the Bank to
update Customer’s resident status and other information of
Customers (full name, date of birth, ID/Passport with
place/date of issuance, address) based on information/
documents provided by Customers, by the way that the Bank
deems appropriate without additional acceptance request from
Customers. This update might also include abbreviation or
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mismatched information between documents provided by the
customer and customers’ Instructions. The decision is based
on documents in line with the Bank's policy.

INTERNET BANKING TERMS AND CONDITIONS

INTERNET BANKING TERMS AND CONDITIONS

IMPORTANT! Please note carefully your security duties set out in
Clauses 3 and 10 below. If you breach any of your security duties you may
be liable for the transactions even if you did not authorize them. These
Terms and Conditions explain your responsibilities and obligations relating
to services and information that you use or request from us, or we provide

you, through HSBC’s Internet Banking service, Personal Internet Banking.

IMPORTANT! Please note carefully the Internet Banking Terms and
Conditions, especially your security duties set out in Clauses 3 and 10
below. If you breach any of your security duties you may be liable for the
transactions even if you did not authorize them. These Terms and
Conditions provide and explain your responsibilities and obligations
relating to services and information that you use or request from us, or we
provide you, through HSBC’s Internet Banking service, Personal Internet

Banking.

1. ABOUT THIS CONTRACT

1. ABOUT THIS CONTRACT

N/A “Digital Secure Key” or “Digital Secure Key feature” means a
security feature available on HSBC Vietnam app, designed to be used
to generate Security Code (one-time passwords) to access and use
Personal Internet Banking services.

N/A “HSBC Vietnam app” or “HSBC Vietnam mobile banking app”

means an application provided and updated from time to time by the
Bank which can be downloaded to any mobile device using operating
systems supported by the Bank from time to time, via which customer
can access banking services available on the application. The use of
HSBC Vietnam app subject to HSBC Mobile Banking App Terms and

Conditions.
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N/A “Mobile device” means any smart mobile device including
Smartphone, Tablet, etc.
N/A “Supported mobile device” or “Compatible mobile device” means

any mobile device using any operating system (OS) supported by the

Bank to be able to set up the HSBC Vietnam app.

“Security Code” means a one-time password generated by the
Security Device.

“Security Code” means a one-time password generated by the
Security Device or Digital Secure Key.

N/A

“Security code generating method” means a method to generate a

Security code using Security Device or Digital Secure Key.

“Account” means the bank accounts with us that are associated with
the Username, Password (if applicable), and Security Device issued to

you for the services.

“Account” means the bank accounts with us that are associated with
the Username, Password (if applicable), and Security Device issued to
you for the services or activated Digital Secure Key replacing Security

Device;

YOUR SECURITY DUTIES

YOUR SECURITY DUTIES

b. To use the services, you will need a unique identifier (Username),

and a Security Device and, if required, a Password.

b. To use the services, you will need a unique identifier (Username),
and a Security Device/ Digital Secure Key and, if required, a

Password.

N/A

c. Itisyour sole responsibility to consider carefully and choose either
Digital Secure Key or Security Device which is suitable to your
needs. Each Personal Internet Banking account is connected with

only one security code generating method at a time.

N/A

e. It is your sole responsibility to activate the Digital Secure Key to

replace your Security Device to generate a security code.
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To reset your password online (OLR), you need to provide us with
your Username, complete the Password Reset Questions, and

provide authentication using the Security Device.

h. To reset your password online (OLR), you need to provide us with

your Username, complete the Password Reset Questions, and
provide authentication using the Security Device/ Digital Secure

Key.

You must keep your Password secret and secure at all times and
exercise reasonable care and diligence to prevent unauthorised use
of your Username, Password, Password Reset Questions, Security
Device and Security Code. At no time and under no circumstances
shall you permit the Security Device to come into the possession
or control of any other person(s).

You must keep your Password secret and secure at all times and
exercise reasonable care and diligence to prevent unauthorised use
of your Username, Password, Password Reset Questions, Security
Device/ Mobile device on which Digital Secure Key is used and
Security Code. At no time and under no circumstances shall you
permit the Security Device to come into the possession or control
of any other person(s).

You must notify us immediately of any unauthorised access to the
services or any unauthorized transaction or instruction that you
know of or suspect or if you suspect someone else knows your
Username, Password, Password Reset Questions, Security Code or
has unauthorised possession, control or use of your Security

Device.

You must notify us immediately of any unauthorised access to the
services or any unauthorized transaction or instruction that you
know of or suspect or if you suspect someone else knows your
Username, Password, Password Reset Questions, Security Code or
has unauthorised possession, control or use of your Security

Device/ Mobile device on which Digital Secure Key is used.

6. PROHIBITED USES OF THE SERVICES

6. PROHIBITED USES OF THE SERVICES

b.

You must not (and must not attempt to) tamper or interfere in any
way with any part of the services (including any internet site,
Security Device or any software relating to us or services). You
must not (and must not attempt to) access anything relating to the

services (including any internet site or any software relating to us

or the services that we do not intend you to access), including

b. You must not (and must not attempt to) tamper or interfere in any

way with any part of the services (including any internet site,
Security Device, HSBC Vietnam application, Digital Secure Key
feature or any software relating to us or services). You must not
(and must not attempt to) access anything relating to the services

(including any internet site or any software relating to us or the
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anything protected, except with your Username, Security Code,

Password Reset Questions and, if applicable, Password.

services that we do not intend you to access), including anything
protected, except with your Username, Security Code, Password

Reset Questions and, if applicable, Password.

10. YOUR LIABILITY FOR UNAUTHORISED TRANSACTIONS

10. YOUR LIABILITY FOR UNAUTHORISED TRANSACTIONS

b. If you let any other person use any one or more of the following: i) b. If you let any other person use any one or more of the following: i)
your Username, ii) your Password, iii) Password Reset Questions, your Username, ii) your Password, iii) Password Reset Questions,
iv) your Security Device and/or v) your Security Code; you are iv) your Security Device/ Digital Secure Key and/or v) your
liable for all claims, losses and consequences arising from or in Security Code; you are liable for all claims, losses and
connection with all transactions made using the services by or with consequences arising from or in connection with all transactions
the consent of that person. made using the services by or with the consent of that person.

c. If you have contributed to an unauthorised transaction, you may be c. If you have contributed to an unauthorised transaction, you may be
liable for some or all of the loss resulting from the unauthorised liable for some or all of the loss resulting from the unauthorised
transaction. Ways you can contribute to an unauthorized transaction. Ways you can contribute to an unauthorized
transaction include, but are not limited to, failing to take reasonable transaction include, but are not limited to, failing to take reasonable
steps to observe any of your security duties referred to in these steps to observe any of your security duties referred to in these
Terms and/or any unreasonable delay in notifying us of an actual Terms and/or any unreasonable delay in notifying us of an actual
or possible disclosure to any other person of your Username or or possible disclosure to any other person of your Username or
Password or Password Reset Questions or Security Code and/or Password or Password Reset Questions or Security Code and/or
unauthorised use, control or loss of your Security Device. unauthorised use, control or loss of your Security Device/ Mobile

device on which Digital Secure Key is used.
If you have reported the following as soon as reasonably practicable an d. If you have reported the following as soon as reasonably

actual or possible disclosure of your Username or Password or Password
Reset Questions or Security Code and/or unauthorised use, control or loss

of your Security Device. to us, and HSBC has received this report, you will

practicable an actual or possible disclosure of your Username or
Password or Password Reset Questions or Security Code and/or

unauthorised use, control or loss of your Security Device/ Mobile
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not be liable for the loss incurred after HSBC has received this report unless

you have acted fraudulently or negligently.

device on which Digital Secure Key is used. to us, and HSBC has
received this report, you will not be liable for the loss incurred after
HSBC has received this report unless you have acted fraudulently

or negligently.

11. SECURITY DEVICE/ DIGITAL SECURE KEY

11. SECURITY DEVICE/ DIGITAL SECURE KEY

We will make all reasonable efforts to ensure that the Security Device

provided to you will perform as necessary to permit access to the

services as and when required. You must notify us immediately if any

Security Device fails to function correctly and the only obligations that

we have in respect of such Security Device is to replace the same with

a new Security Device for a fee which we shall determine the rate at

our discretion from time to time, except under the following conditions:

a.

Upon the defective Security Device being returned to us within 90
days of its date of issue; and

If we are satisfied that there is no default or negligence on your part
which results in or contributes to the Security Device’s failure to
function correctly. Other than as specified in this Clause 11(a), we
shall have no other liability in relation to this Security Device
including, without limitation, liability for breach of any implied
term as to satisfactory quality, merchantability or fitness for
purpose of any Security Device. In addition, we cannot be held
liable for any loss or damages incurred or suffered by you arising
from your failure to safe-keep and/or use the Security Device in

accordance with our instructions and recommendations.

a.

We will make all reasonable efforts to ensure that the Security
Device/ Digital Secure Key provided to you will perform as
necessary to permit access to the services as and when required.

You must notify us immediately if any Security Device fails to
function correctly and the only obligations that we have in respect
of such Security Device is to replace the same with a new Security
Device for a fee which we shall determine the rate at our discretion

from time to time, except under the following conditions:

1) Upon the defective Security Device being returned to us

within 90 days of its date of issue; and

If we are satisfied that there is no default or negligence on
your part which results in or contributes to the Security
Device’s failure to function correctly. Other than as specified
in this Clause 11(a), we shall have no other liability in
relation to this Security Device including, without limitation,
liability for breach of any implied term as to satisfactory
quality, merchantability or fitness for purpose of any
Security Device. In addition, we cannot be held liable for any

loss or damages incurred or suffered by you arising from
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your failure to safe-keep and/or use the Security Device in

accordance with our instructions and recommendations.

N/A

From February 2021, unless the Bank decides otherwise, Digital

Secure Key feature shall be the default instrument (replacing

Security Device) to generate Security Code for Personal Internet

Banking.

i)

i)

If you are currently using Security Device, as soon as you
succesfully activate Digital Secure Key feature, your

Security Device shall be deactivated immediately.

You can defer the Digital Secure Key activation within a
certain period (“Deferment period”) prescribed by us. During
this Deferment period, you can still use your Security Device

as well as the HSBC Vietnam app as usual.

After the Deferment period ends, if you have not successfully
activated Digital Secure Key feature, you can still continue
to use your Security Device to access and use services
available on Personal Internet Banking. However, you
cannot use the HSBC Vietnam app until you activate Digital

Secure Key successfully.

In case you have activated Digital Secure Key successfully
but then want to switch back to Security Device, provided
that the Security Device is availably provided/accepted by

the Bank, you shall have to follow our procedures applied at

28

|PUBLIC|



that time for changing Security code generating method as

well as bear all the applicable fees and charges (if any).

When any mobile device of yours on which the Digital

Secure  Key feature is used (deliberately or

undeliberately)become malfunction, has its security
compromised or cannot maintain security measures required
or recommended by the Bank, or is no longer under your own
control, including (but not limited) the following
circumstances: broken, damaged, lost, stolen, replaced,
hacked, jail-broken or rooted or data compromised, etc., you
must immediatly remove that mentioned mobile device from
the mobile device list registered for using HSBC Vietnam
app via: (i) HSBC Vietnam app installed on another
compatible mobile device (depending on the availablility of
the relevant features on the HSBC Vietnam app from time to
time); (ii) our Contact Center, or (iii) using any other

methods provided by the Bank from time to time.

16. GENERAL

16. GENERAL

C.

Indemnity: By your access, use and/or continued use of these
services Website, you signify your agreement to indemnify and to
keep indemnified HSBC, its directors, employees, nominees and
agents fully against all actions, liabilities, costs, claims, losses,
damages, proceedings and/or expenses (including all legal costs on
an indemnity basis) suffered or incurred by us including but not

limited to, in connection with or arising from:

C.

Indemnity: By your access, use and/or continued use of these
services Website, you signify your agreement to indemnify and to
keep indemnified HSBC, its directors, employees, nominees and
agents fully against all actions, liabilities, costs, claims, losses,
damages, proceedings and/or expenses (including all legal costs on
an indemnity basis) suffered or incurred by us including but not

limited to, in connection with or arising from:
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i) any unauthorised instructions (including but not limited to,
instructions from unauthorised person(s) and/or instructions
transmitted due to unauthorised use of the Username and/or
Password, Password Reset Questions and/or Security Code
and/or Security Device) that might be transmitted through
Personal Internet Banking or any instructions which are

incomplete, inaccurate or garbled;

iv) any breach or non-observance of any of these Terms by you
or by any other unauthorized person(s) using your Username,
Password, Password Reset Questions and Security Device;

i) any unauthorised instructions (including but not limited to,
instructions from unauthorised person(s) and/or instructions
transmitted due to unauthorised use of the Username and/or
Password, Password Reset Questions and/or Security Code
and/or Security Device/ Digital Secure Key) that might be
transmitted through Personal Internet Banking or any

instructions which are incomplete, inaccurate or garbled;

iv) any breach or non-observance of any of these Terms by you
or by any other unauthorized person(s) using your Username,
Password, Password Reset Questions and Security Device/
Digital Secure Key;

CURRENT PHONEBANKING SERVICES TERMS AND
CONDITIONS

PHONEBANKING SERVICES TERMS AND CONDITIONS

3. OPERATION OF PHONEBANKING SERVICES
The Customer may use PhoneBanking Services to:
(a) enquire as to the balance of Account;

(b) obtain information on recent transactions performed on
Account;

(c) transfer of funds from the Dedicated Transferor Account to
the Credit Card Accounts of the Customer with which the
PhoneBanking Services are established within the pre-defined
dedicated transfer limits;

(d) obtain information on exchange and deposit rates;

3. OPERATION OF PHONEBANKING SERVICES
The Customer may use PhoneBanking Services to:
(a) enquire as to the balance of Account;

(b) obtain information on recent transactions performed on
Account;

(c) transfer of funds from the Dedicated Transferor Account to
the Credit Card Accounts of the Customer with which the
PhoneBanking Services are established within the pre-defined
dedicated transfer limits;

(d) activate the Credit Card(s);
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(e) activate the Credit Card(s), including the activation via
Contact Center, Interactive VVoice Record or the SMS as
designed by the Bank;

(f) perform other types of banking and credit card services as
the Bank may from time to time introduce.

(e) perform other types of banking and credit card services as
the Bank may from time to time introduce.
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B. Premier Customer

Current Terms and Conditions

Terms and Conditions effective on 24 Feb 2021

*Note: Contents which are not included in current Terms and Conditions
are marked as N/A

*Note: Revised contents are marked in red

INTERNET BANKING TERMS AND CONDITIONS

INTERNET BANKING TERMS AND CONDITIONS

IMPORTANT! Please note carefully your security duties set out in
Clauses 3 and 10 below. If you breach any of your security duties you may
be liable for the transactions even if you did not authorize them. These
Terms and Conditions explain your responsibilities and obligations relating
to services and information that you use or request from us, or we provide

you, through HSBC’s Internet Banking service, Personal Internet Banking.

IMPORTANT! Please note carefully the Internet Banking Terms and
Conditions, especially your security duties set out in Clauses 3 and 10
below. If you breach any of your security duties you may be liable for the
transactions even if you did not authorize them. These Terms and
Conditions provide and explain your responsibilities and obligations
relating to services and information that you use or request from us, or we
provide you, through HSBC’s Internet Banking service, Personal Internet

Banking.

1. ABOUT THIS CONTRACT

1. ABOUT THIS CONTRACT

N/A “Digital Secure Key” or “Digital Secure Key feature” means a
security feature available on HSBC Vietnam app, designed to be used
to generate Security Code (one-time passwords) to access and use
Personal Internet Banking services.

N/A “HSBC Vietnam app” or “HSBC Vietnam mobile banking app”

means an application provided and updated from time to time by the
Bank which can be downloaded to any mobile device using operating
systems supported by the Bank from time to time, via which customer

can access banking services available on the application. The use of
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HSBC Vietnam app subject to HSBC Mobile Banking App Terms and

Conditions.

N/A “Mobile device” means any smart mobile device including
Smartphone, Tablet, etc.

N/A “Supported mobile device” or “Compatible mobile device” means

any mobile device using any operating system (OS) supported by the

Bank to be able to set up the HSBC Vietnam app.

“Security Code” means a one-time password generated by the

Security Device.

“Security Code” means a one-time password generated by the

Security Device or Digital Secure Key.

N/A

“Security code generating method” means a method to generate a

Security code using Security Device or Digital Secure Key.

“Account” means the bank accounts with us that are associated with
the Username, Password (if applicable), and Security Device issued to

you for the services.

“Account” means the bank accounts with us that are associated with
the Username, Password (if applicable), and Security Device issued to
you for the services or activated Digital Secure Key replacing Security

Device;

YOUR SECURITY DUTIES

YOUR SECURITY DUTIES

b. To use the services, you will need a unique identifier (Username),

and a Security Device and, if required, a Password.

b. To use the services, you will need a unique identifier (Username),
and a Security Device/ Digital Secure Key and, if required, a

Password.

N/A

c. Itisyour sole responsibility to consider carefully and choose either
Digital Secure Key or Security Device which is suitable to your
needs. Each Personal Internet Banking account is connected with

only one security code generating method at a time.
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N/A e. Itis your sole responsibility to activate the Digital Secure Key to
replace your Security Device to generate a security code.
To reset your password online (OLR), you need to provide us with h. To reset your password online (OLR), you need to provide us with

your Username, complete the Password Reset Questions, and
provide authentication using the Security Device.

your Username, complete the Password Reset Questions, and
provide authentication using the Security Device/ Digital Secure
Key.

You must keep your Password secret and secure at all times and
exercise reasonable care and diligence to prevent unauthorised use
of your Username, Password, Password Reset Questions, Security
Device and Security Code. At no time and under no circumstances
shall you permit the Security Device to come into the possession

or control of any other person(s).

You must keep your Password secret and secure at all times and
exercise reasonable care and diligence to prevent unauthorised use
of your Username, Password, Password Reset Questions, Security
Device/ Mobile device on which Digital Secure Key is used and
Security Code. At no time and under no circumstances shall you
permit the Security Device to come into the possession or control

of any other person(s).

You must notify us immediately of any unauthorised access to the
services or any unauthorized transaction or instruction that you
know of or suspect or if you suspect someone else knows your
Username, Password, Password Reset Questions, Security Code or
has unauthorised possession, control or use of your Security

Device.

You must notify us immediately of any unauthorised access to the
services or any unauthorized transaction or instruction that you
know of or suspect or if you suspect someone else knows your
Username, Password, Password Reset Questions, Security Code or
has unauthorised possession, control or use of your Security

Device/ Mobile device on which Digital Secure Key is used.

6. PROHIBITED USES OF THE SERVICES

6. PROHIBITED USES OF THE SERVICES

b. You must not (and must not attempt to) tamper or interfere in any

way with any part of the services (including any internet site,
Security Device or any software relating to us or services). You

must not (and must not attempt to) access anything relating to the

b. You must not (and must not attempt to) tamper or interfere in any

way with any part of the services (including any internet site,
Security Device, HSBC Vietnam application, Digital Secure Key

feature or any software relating to us or services). You must not

34

| PUBLIC|



services (including any internet site or any software relating to us
or the services that we do not intend you to access), including
anything protected, except with your Username, Security Code,

Password Reset Questions and, if applicable, Password.

(and must not attempt to) access anything relating to the services
(including any internet site or any software relating to us or the
services that we do not intend you to access), including anything
protected, except with your Username, Security Code, Password
Reset Questions and, if applicable, Password.

10. YOUR LIABILITY FOR UNAUTHORISED TRANSACTIONS

10. YOUR LIABILITY FOR UNAUTHORISED TRANSACTIONS

b.

If you let any other person use any one or more of the following: i)
your Username, ii) your Password, iii) Password Reset Questions,
iv) your Security Device and/or v) your Security Code; you are
liable for all claims, losses and consequences arising from or in
connection with all transactions made using the services by or with

the consent of that person.

b.

If you let any other person use any one or more of the following: i)
your Username, ii) your Password, iii) Password Reset Questions,
iv) your Security Device/ Digital Secure Key and/or v) your
Security Code; you are liable for all claims, losses and
consequences arising from or in connection with all transactions

made using the services by or with the consent of that person.

If you have contributed to an unauthorised transaction, you may be
liable for some or all of the loss resulting from the unauthorised
transaction. Ways you can contribute to an unauthorized
transaction include, but are not limited to, failing to take reasonable
steps to observe any of your security duties referred to in these
Terms and/or any unreasonable delay in notifying us of an actual
or possible disclosure to any other person of your Username or
Password or Password Reset Questions or Security Code and/or

unauthorised use, control or loss of your Security Device.

If you have contributed to an unauthorised transaction, you may be
liable for some or all of the loss resulting from the unauthorised
transaction. Ways you can contribute to an unauthorized
transaction include, but are not limited to, failing to take reasonable
steps to observe any of your security duties referred to in these
Terms and/or any unreasonable delay in notifying us of an actual
or possible disclosure to any other person of your Username or
Password or Password Reset Questions or Security Code and/or
unauthorised use, control or loss of your Security Device/ Mobile

device on which Digital Secure Key is used.

If you have reported the following as soon as reasonably

practicable an actual or possible disclosure of your Username or

If you have reported the following as soon as reasonably

practicable an actual or possible disclosure of your Username or
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Password or Password Reset Questions or Security Code and/or
unauthorised use, control or loss of your Security Device. to us, and
HSBC has received this report, you will not be liable for the loss
incurred after HSBC has received this report unless you have acted
fraudulently or negligently.

Password or Password Reset Questions or Security Code and/or
unauthorised use, control or loss of your Security Device/ Mobile
device on which Digital Secure Key is used. to us, and HSBC has
received this report, you will not be liable for the loss incurred after
HSBC has received this report unless you have acted fraudulently
or negligently.

11. SECURITY DEVICE/ DIGITAL SECURE KEY

11. SECURITY DEVICE/ DIGITAL SECURE KEY

We will make all reasonable efforts to ensure that the Security Device

provided to you will perform as necessary to permit access to the

services as and when required. You must notify us immediately if any

Security Device fails to function correctly and the only obligations that

we have in respect of such Security Device is to replace the same with

a new Security Device for a fee which we shall determine the rate at

our discretion from time to time, except under the following conditions:

a.

Upon the defective Security Device being returned to us within 90

days of its date of issue; and

If we are satisfied that there is no default or negligence on your part
which results in or contributes to the Security Device’s failure to
function correctly. Other than as specified in this Clause 11(a), we
shall have no other liability in relation to this Security Device
including, without limitation, liability for breach of any implied
term as to satisfactory quality, merchantability or fitness for
purpose of any Security Device. In addition, we cannot be held

liable for any loss or damages incurred or suffered by you arising

a.

We will make all reasonable efforts to ensure that the Security
Device/ Digital Secure Key provided to you will perform as

necessary to permit access to the services as and when required.

You must notify us immediately if any Security Device fails to
function correctly and the only obligations that we have in respect
of such Security Device is to replace the same with a new Security
Device for a fee which we shall determine the rate at our discretion

from time to time, except under the following conditions:

1) Upon the defective Security Device being returned to us within

90 days of its date of issue; and

i) If we are satisfied that there is no default or negligence on your
part which results in or contributes to the Security Device’s
failure to function correctly. Other than as specified in this
Clause 11(a), we shall have no other liability in relation to this
Security Device including, without limitation, liability for
breach of any implied term as to satisfactory quality,

merchantability or fitness for purpose of any Security Device.
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from your failure to safe-keep and/or use the Security Device in

accordance with our instructions and recommendations.

In addition, we cannot be held liable for any loss or damages
incurred or suffered by you arising from your failure to safe-
keep and/or use the Security Device in accordance with our

instructions and recommendations.

N/A

C. From February 2021, unless the Bank decides otherwise, Digital
Secure Key feature shall be the default instrument (replacing
Security Device) to generate Security Code for Personal Internet

Banking.

i) If you are currently using Security Device, as soon as you
succesfully activate Digital Secure Key feature, your

Security Device shall be deactivated immediately.

i) You can defer the Digital Secure Key activation within a
certain period (“Deferment period”) prescribed by us. During
this Deferment period, you can still use your Security Device

as well as the HSBC Vietnam app as usual.

iii)  After the Deferment period ends, if you have not successfully
activated Digital Secure Key feature, you can still continue
to use your Security Device to access and use services
available on Personal Internet Banking. However, you
cannot use the HSBC Vietnam app until you activate Digital

Secure Key successfully.

Iv) In case you have activated Digital Secure Key successfully
but then want to switch back to Security Device, provided

that the Security Device is availably provided/accepted by
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the Bank, you shall have to follow our procedures applied at
that time for changing Security code generating method as

well as bear all the applicable fees and charges (if any).

When any mobile device of yours on which the Digital
Secure  Key feature is used (deliberately or
undeliberately)become malfunction, has its security
compromised or cannot maintain security measures required
or recommended by the Bank; or is no longer under your own
control, including (but not limited) the following
circumstances: broken, damaged, lost, stolen, replaced,
hacked, jail-broken or rooted or data compromised, etc., you
must immediatly remove that mentioned mobile device from
the mobile device list registered for using HSBC Vietnam
app via: (i) HSBC Vietnam app installed on another
compatible mobile device (depending on the availablility of
the relevant features on the HSBC Vietnam app from time to
time); (ii) our Contact Center, or (iii) using any other

methods provided by the Bank from time to time.

16. GENERAL

16. GENERAL

c. Indemnity: By your access, use and/or continued use of these
services Website, you signify your agreement to indemnify and to
keep indemnified HSBC, its directors, employees, nominees and

agents fully against all actions, liabilities, costs, claims, losses,

damages, proceedings and/or expenses (including all legal costs on

c. Indemnity: By your access, use and/or continued use of these

services Website, you signify your agreement to indemnify and to

keep indemnified HSBC, its directors, employees, nominees and

agents fully against all actions, liabilities, costs, claims, losses,

damages, proceedings and/or expenses (including all legal costs on
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an indemnity basis) suffered or incurred by us including but not
limited to, in connection with or arising from:

i) any unauthorised instructions (including but not limited to,
instructions from unauthorised person(s) and/or instructions
transmitted due to unauthorised use of the Username and/or
Password, Password Reset Questions and/or Security Code
and/or Security Device) that might be transmitted through
Personal Internet Banking or any instructions which are

incomplete, inaccurate or garbled;

any breach or non-observance of any of these Terms by you
or by any other unauthorized person(s) using your Username,
Password, Password Reset Questions and Security Device;

an indemnity basis) suffered or incurred by us including but not
limited to, in connection with or arising from:

i) any unauthorised instructions (including but not limited to,
instructions from unauthorised person(s) and/or instructions
transmitted due to unauthorised use of the Username and/or
Password, Password Reset Questions and/or Security Code
and/or Security Device/ Digital Secure Key) that might be
transmitted through Personal Internet Banking or any

instructions which are incomplete, inaccurate or garbled;

any breach or non-observance of any of these Terms by you
or by any other unauthorized person(s) using your Username,
Password, Password Reset Questions and Security Device/
Digital Secure Key;

CURRENT PHONEBANKING SERVICES TERMS AND
CONDITIONS

PHONEBANKING SERVICES TERMS AND CONDITIONS

3. OPERATION OF PHONEBANKING SERVICES
The Customer may use PhoneBanking Services to:
(a) enquire as to the balance of Account;

(b) obtain information on recent transactions performed on
Account;

(c) transfer of funds from the Dedicated Transferor Account to
the Credit Card Accounts of the Customer with which the
PhoneBanking Services are established within the pre-defined
dedicated transfer limits;

3. OPERATION OF PHONEBANKING SERVICES
The Customer may use PhoneBanking Services to:
(a) enquire as to the balance of Account;

(b) obtain information on recent transactions performed on
Account;

(c) transfer of funds from the Dedicated Transferor Account to
the Credit Card Accounts of the Customer with which the
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(d) obtain information on exchange and deposit rates;

(e) activate the Credit Card(s), including the activation via
Contact Center, Interactive VVoice Record or the SMS as
designed by the Bank;

(f) perform other types of banking and credit card services as
the Bank may from time to time introduce.

PhoneBanking Services are established within the pre-defined
dedicated transfer limits;

(d) activate the Credit Card(s);

(e) perform other types of banking and credit card services as
the Bank may from time to time introduce.
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